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While the changing legal landscape concerning the 
privacy rights of individuals has been a primary focus 
for most companies lately, we should also be paying 
attention to its impact on intellectual property and 
proprietary rights of companies. Legal ramifications 
concerning advancements in data procurement and 
organization, and current and future regulations of 
personally identifiable information (PII), are some-
times ambiguous and challenging to interpret. 

Regulation of Personally Identifiable Information 
United States
Currently in the United States, a plethora of separate 
laws regulate the treatment and security of PII, includ-
ing the Federal Trade Commission Act, the Gramm-
Leach-Bliley Act, the Health Insurance Portability and 
Accountability Act (HIPAA), the Telephone Con-
sumer Protection Act, the Fair Credit Reporting Act, 
and others that are beyond the scope of this column.1 
Instead of having one controlling piece of legislation, 
the United States has these laws, with each regulating 
particular industries or uses of PII. 

De-identification, pseudonymization, anonymiza-
tion, and re-identification (along with other terms of 
art) are useful tools for companies to protect PII while 
also complying with the various rules and regulations. 
Generally speaking, although definitions vary by 
applicable law or regulation, “de-identification” is gen-
erally defined as “removing the association between a 
set of identifying data and the data subject.”2 Ano-
nymization, on the other hand, refers to “remov[ing] 
the association between the identifying data set and 
the data subject.”3 Finally, pseudonymization means 
“remov[ing] the association with a data subject and 
add[ing] an association between a particular set of 
characteristics relating to the data subject and one or 
more pseudonyms.”4 Several regulations and acts of 
Congress have included statements that establish that 
if PII has gone through one of the above steps, the 

same level of compliance is not necessarily required. 
One example is a section within HIPAA that clarifies 
that when a piece of PII [or, as HIPAA refers to it, pro-
tected health information (PHI)] has been de-identi-
fied, it is no longer considered protected and therefore 
not afforded the same regulation and restrictions.5 
However, if PII is re-identified using a key, the PII 
that has been re-identified is once again considered 
protected PII. 

Though Congress has taken no specific actions as 
of yet, several states have decided to enact their own 
stringent protections. One of these states is California, 
which passed the California Consumer Privacy Act 
(CCPA) in 2018. The CCPA allows for any California 
consumer to request to see all the information a com-
pany retains about them.6 Additionally, Virginia passed 
the Consumer Data Protection Act (CDPA) in March 
2021. The CDPA has essentially the same effects as 
the CCPA except for the fact that employee data is 
not included in the data that may be requested from a 
company.7 Additionally, several states, including New 
York and Texas, are in the process of passing their own 
versions of the CCPA and CDPA.8

European Union
Within the European Union (EU) there exists a more 
centralized regulation of PII under the General Data 
Protection Regulation (GDPR).9 The GDPR is often 
considered the strictest form of regulation of PII cur-
rently in existence that is not sector specific. However, 
unlike HIPAA in the United States that provides for 
specific methods for de-identification, the GDPR de-
fines only the concept of “anonymization” and “pseud-
onymization.” Where data is anonymized, the data is 
no longer subject to GDPR because personal identifiers 
have been removed and cannot be re-identified. When 
data is pseudonymized, such as where a company uses 
coded data that is no longer attributed to a specific data 
subject but links it to additional information kept sepa-
rately, such data continues to be subject to the GDPR.10 
Since the creation of GDPR, various regulatory bodies 
charged with interpreting or regulating it have rendered 
opinions and decisions as well. 
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Copyright Protections and Sui Generis Protection for Data
Copyrightability of Databases and Sui Generis Protection  
for Databases
United States
Once a company has de-identified or pseudonymized the PII that 
was received and organized it into a usable database, legal interpre-
tation concerning intellectual property or rights of companies in 
light of emerging privacy laws makes such analysis more challenging. 
Generally, data, which includes de-identified PII, is not copyright 
protectable. However, a database may be copyright protectable due 
to it being considered a “compilation,” which is one of the catego-
ries in the Copyright Act of 1976.11 The Copyright Act of 1976 (the 
“Act”) defined “compilation” as “a work formed by the collection 
and assembling of preexisting materials or of data that are selected, 
coordinated, or arranged in such a way that the resulting work as a 
whole constitutes an original work of authorship.”12 Though it would 
appear that databases are entirely protected under the Act, there are 
some court-created requirements that have been established to meet 
the originality requirement pursuant to the act. 

In Feist Publications v. Rural Telephone Service Co.,13 the Su-
preme Court held that in order for a compilation to be protectable, 
there has to be some element of creative originality. Feist involved a 
dispute between two separate publishers of telephone books. Rural 
Telephone Service Co. (“Rural”) was a local telephone company that 
published a telephone directory that covered its service area. Feist 
Publications (“Feist”) was a publisher of telephone directories that 
covered several service areas. Feist sought a license to the listings 
included in Rural’s directory, and when they were refused, they 
decided to copy Rural’s listings and add them to their own directory, 
nonetheless. Rural brought suit against Feist for copyright infringe-
ment of its listings.

The court, in its holding, refined the Copyright Act of 1976’s 
definition of compilation. The court clarified that Congress still 
specifically required originality with regard to the organization of the 
compilation instead of simply having copyright protection for any 
form of compilation. The elements of authorship creativity that are 
required were outlined by the court as the selection, coordination, 
and arrangement of the underlying material.14 In Feist, the court 
found that there was no element of originality in the way that Rural 
was listing the directory and that therefore, it was not copyrightable. 
Due to the lack of copyrightability, Feist’s copying of the database 
(directory) was not found to be infringement. Additionally, in Feist, 
the court found importantly that the underlying data that would be 
within the compilation is not copyrightable and that only the organi-
zation of the data is. 

Additionally, in the United States, no sui generis protection 
for databases currently exists. Sui generis protection means the 
protection of the creation of the database versus the arrangement 
and organization of the database. There were several attempts by 
members of Congress to establish this protection; however, it was 
never passed.15 The general concern with this type of protection was 
that it would stifle innovation and go against the U.S. Constitution’s 
design of promoting progress in the arts and sciences.

European Union
In the EU, a Database Directive provides two separate rights for 
protection of a database,16 with one—a copyright protection for 
the organization and structure of the database itself—being similar 

to that of the United States. Additional to copyright protection, 
however, the directive contains a separate sui generis protection for 
the database. 

The concept behind sui generis protection is that, as a reward for 
an individual’s or company’s “substantial investment,” the database 
that was created is afforded protection against acts of extraction or 
reutilization. This “substantial investment” is meant to provide for 
the safeguard of the data itself due to the lengths that the creator 
of the database went through to collect the data.17 The protection 
against extraction or reutilization prevents individuals or companies 
from taking large parts of the database without the express consent 
of the originator of the database. As mentioned above, it prevents the 
reutilization, which means making the information in the database 
available to the public. Importantly, there is a very large exception 
to these rights: that “insubstantial parts” are excluded from protec-
tion. This section of the Database Directive means that the maker 
of the database cannot prevent a lawful user of the database from 
extracting or reutilizing insubstantial parts of the database for any 
reason. Additionally, the term for which the sui generis protection 
lasts is only 15 years as opposed to the term provided for copyright 
protection, which is, as a general rule, 70 years from the time of an 
author’s death. 18

Additionally, there are some developing concerns over the rights 
of data subjects under GDPR and whether they are entitled to the 
portability of their data contained in database tables of companies 
when such companies own sui generis or copyright interests in the 
database tables. Currently, there is no definitive answer from the reg-
ulatory bodies of the GDPR member states. However, in the coming 
years, an answer is very likely.19  

Derivative Works and Data
Generally, the owner of the original copyright has an exclusive 
right to “derivative works.” Derivative works means those that are 
based upon the original work. Examples of derivative works include 
movies based on books and new musical arrangements of an original 
composition. While database tables, and generally not the under-
lying data itself, are protectable as copyright, in Feist, the court also 
held that the protection for the organization of the data itself could 
be protectable as organized in the database table, but that such 
protection was “thin.”20 At first, the meaning of “thin” was unclear 
to courts applying Feist; however, lower courts have interpreted it 
to mean that only the specific arrangement of data in the database 
is protected, and it would be very difficult to enforce the copyright 
against derivative uses of the data by third parties when the same 
underlying data has been reorganized in a new and original way. 

In interpreting Feist, subsequent lower court decisions have made 
clear that, although there is protection for the original database table, 
they have generally not found infringement to occur when data from 
the table is directly copied by third parties due to the thin nature of 
the copyright protection. These cases seem to suggest that generat-
ing a reorganized database table may be afforded its own intellectual 
property protection as an original work.  

For example, in a second circuit case, Key Publications, Inc. v. Chi-
natown Today Publishing Enterprises,21 derivative rights to the data 
in a yellow pages address book that Key Publications, Inc. (“Key”) 
published was not enforceable against Chinatown Today Publishing 
Enterprises (“Chinatown Today”) when Chinatown Today directly 
copied the data (the listings) into a new original database table. In 
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essence, the court determined that the data copied was not orga-
nized in the same manner as Key published it, and thus, there was 
no infringement. Additionally, it found that not only did Chinatown 
Today not infringe but that its organization of the data into its own 
original work entitled it to its own copyright protection. 

Fair Use Doctrine
There is also case law that suggests that data in database tables may 
constitute fair use under the doctrine set forth in 17 U.S.C. § 107. In 
other words, if a copyrighted work is being used in a particular way—
such as for criticism, commentary, teaching, research, and news re-
porting—it may qualify as fair use and would not be infringing upon 
the copyright. Such factors in determining fair use are the following: 
the purpose and character of the use, the nature of the copyrighted 
work, the amount and substantiality of the portion used, and the 
effect of the use on the potential market.

In Campbell v. Acuff-Rose Music, Inc.,22 a music group decided to 
make a parody of a copyrighted song without receiving permission 
from the owner of the copyright. The court held that parodies were 
covered under Section 107, but most importantly, the court held that 
not all the factors are weighted equally in determining fair use. They 
found that if the first factor weighed more in favor of fair use, then 
the other factors were less important.

More recently, in Google LLC v. Oracle America Inc.,23 the court 
further expanded the fair use doctrine in the context of software and 
information. In Google, Google was writing a code to be used for its 
Android phones, and while writing this code, it was using calling 
functions that were Javascript, the copyright of which is owned by 
Oracle. Google used 11,500 lines of code to write a whole new pro-
gram. The court ended up holding that Google’s use of Oracle’s code 
was fair use and therefore not copyright infringement.  

While this particular case was not specifically about database 
tables, the future will see whether this holding will expand into the 
subject area considered in this column. The court put a heavy em-
phasis on the fact that Google’s use of the code was to create a whole 
new program that would help many more individuals. In his opinion, 
Justice Breyer wrote that the fair use doctrine “permits courts to avoid 
rigid application of the copyright statute when, on occasion, it would 
stifle the very creativity which that law is designed to foster.”24 In this 
excerpt, Justice Breyer makes clear that when a large amount of cre-
ativity and innovation is at stake, the copyright rules can be bent.

As data and information received and used by companies are 
becoming more valuable with new and emerging technologies, we 
should expect more caselaw expounding on privacy and intellec-
tual property rights and how they interact. With the increasing 
willingness of countries to regulate PII and other forms of personal 
information, the landscape will likely change rapidly, and it is worth 
keeping up to date. Moreover, the expansion of regulations of PII 
may have a vast effect on the underlying intellectual property and 
proprietary rights in PII. 
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